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1. CodeScan - An Introduction

CodeScan is an advanced security tool specifically designed to check web application source
code for security vulnerabilities.

CodeScan uses intelligent parsing techniques to trace the possible value of variables and
then identifies where these may be used by functions in a possibly insecure manner.

CodeScan also has the ability to do Ostati

errors.

CodeScan uses SaaS (Software as a Service) based license management and vulnerability
detection. In order to use CodeScan, you will need to have an active internet connection to
both activate and run the product.

CodeScan regularly checks for vulnerability updates, product updates and license changes,
so it is highly recommended that you open CodeScan at least once per month with an active
internet connection. This is similar to other security products such as anti-virus and anti-
malware applications.

Other than license information, internal error or processing error information and quality of
service information, no data or information is sent to CodeScan Labs.

1.1. Registration

CodeScan is registered through the entry of a specific registration key or license number that
is created based on information specific to each installation.

When CodeScan is run for the first time after a new installation, the following screen will be
displayed:

[ & Activate CodeScan &J

codescan

User Name:

Company:

License Number:

|
|
|
Machine ID: |

Activate I Cancel

b

This screen is also available at any time through the Help / Activate menu, or the Activate
icon on the toolbar.

The user should have registered or purchased the CodeScan product from CodeScan Labs
to receive a license number. Registration can be done online, if CodeScan was purchased
through the internet; otherwise an email needs to be sent to support@codescan.com.

If there are any problems with registering or activating CodeScan, please check to confirm
you are able to browse to https://wsl.codescan.com:5724. You should see the message of
AOKO in your br owser. | f you do not get t
settings to ensure outbound connections are possible on this url / port.
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1.2. Evaluation or download from web site

If CodeScan has been downloaded from the web site or through one of our partner sites (as a
trial version), CodeScan will have an evaluation license key pre-installed.

2. CodeScan 1 How It Works

To process source files, CodeScan simulates a web server by interpreting the source code.
Processing starts at the main or global function of the source files, and traces the execution
flow into and between functions and other routines. Variable assignments are tracked,
allowing CodeScan to build a picture of what has happened to a variable in its lifetime. By
tracking the assignment of possible user input, CodeScan can make intelligent decisions
whether the input is used in a dangerous fashion.

@ CodeScan Developer -_.. : ﬁl i i E@g
File Scan Options Window Help
FERLEl Rt
Start Page | Vulnerability Report | Scan Result Entry - Site Redirecti.. w x | Project Explorer > i X

@ Scan #F Config

5 File Manager

Recent Projects News From CodeScan
# TestCase2

<+ TestGasel
-{* PHPSQL Injection Test
<+ Broken CMS

codescan Developer

Open Project
Create F

roject...

Get Started with CodeScan

Start Detecting Vulnerabilities

* CodeScan is on Twitter!

Need Some Help?

[ You are not fully protected! h

at the source code level. Tweet us - @Code ScanDev
Quick Start Guide * View the Video Tutorial = Visit our Support Forums
User Manual « View the Quick Start Guide http://forums.codescan.com/
Release Not T
Flease s * Learn about vulnerabilities * or E-Mail our Support Team
at CodeScan Labs support@codescan.com
|~
Vulnerability List - 1 x
[ion ] s Fo vt 00 ———)
Filter INI Vulnerabilities ;I

Resut | Status | Vulnerabiity [ File Name Fiter Line Number

< 1 | 3

I8 Scan Summary | i Vulnerability List File List | =] Messages |

Completed with 53 findings, 58 paths in 5 files

L3l Project Explorer |@ Scan Explorer |

12032008 13:49 PN

2.1. User Input

Most CodeScan rules are based on the detection of functions that are used with user
supplied input that has not been filtered or sanitized.

User-supplied input is tracked through the assignment of various terms that can be defined as
possible user input.

2.2. CodeScan Function Processing

CodeScan is capable of recognizing, loading and parsing any functions that are defined and
held within the source file, or any files it includes. This allows the scan to continue into a
function (much like tracing into), and track variables that are passed or returned as
parameters.

CodeScan has a configuration option that sets the function recursion maximum; this is to
prevent indefinite loops when a function uses recursive methods.
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2.3. CodeScan Loops

Some vulnerabilities can be caused inside loop iterations, and CodeScan has the ability to
handle some of these conditions. CodeScan
condition and increment can be properly evaluated.

dim a(10)
aB)=request (ffuser inputod)
x =1

do while x < 10
response.write a(x)
X =x+1

loop

On iteration three (3) of the above code, the response.write line will be detected as a
vulnerability. When CodeScan encounters a looping condition that cannot be evaluated, the
scan will only run once through the code. This will cause a scan warning, and the source file
may need to be manually reviewed for accurate results.

flename =requestfi user i nput 0)
dowhileinstr( f i | ename, 0. ./ 0)
filename=replace ( f i | ename, 0. ./ 0, 00)
loop

C

The above looping code will only be iterated once. While there is no vulnerability present, if a
later file (possibly vulnerable file) processing function uses the sanitized filename variable, it
may be detected as a false positive.

CodeScan has a configuration option that sets the loop counter maximum, in order to prevent
indefinite loops when a loop causes a processing error, or cannot be evaluated correctly.

2.4. Scan Warnings

During a scan the CodeScan application may display a list of warnings in the warnings text
box. This warning list is also visible when viewing the results or the report.

e Please see appendix A for a description of these warnings.
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2.5. Result Filters

CodeScan traces the possible values of variables as part of its intelligent vulnerability
detection engine. During the life of a variable, values may be passed through functions that
can per f or musérsuppligdénput. GafléScaa attempts to rank these functions and
gives them a o6filter scorebd.

CodeScan comes installed with information on the most commonly used filtering functions for
each language, with a predetermined filter score. Filter scores range between 0 and 100. The
following chart was used to determine which score to give to each filter.

0 This function has no filtering advantage.

25 This function has potential to filter completely Left, Right, Mid
depending on how it is used.

50 This function has potential to filter completely Replace
and is a function usually used in filtering
routines. CodeScan cannot determine
whether it has been used correctly though.

75 This function is usually used in filter routines, Server.HTMLEnNncode
and has limited customizability, so it is
probably used correctly. There are some
cases where the results of this function will
not be filtered though.

90 In most cases this function filters completely. Server.URLENcode
There may be some rare cases where it
doesnodt

95 This function most likely filters completely. CINT, CBOOL

Since the true value of functions used for filtering user-supplied input is often unknown,
CodeScan makes assumptions based on common usage of filters. For example, the freplaceo
function may have been used to remove all instances of a malicious character, but because
we are not aware of the true value, CodeScan applies a filter score of 50 to the result.

The results and report can be filtered on this score, so that they only display vulnerabilities
that are under a certain threshold. Reported results with a low value or a value of zero are
more likely to be vulnerable than those results with a higher value.

This filtering allows the user to make judgment decisions whether reported vulnerabilities
could be exploited by a malicious user, and is used to reduce the number of false positives
reported.

© CodeScan Limited 2009 Commercial in Confidence Page 8 of 41



codescanlABS
2.6. Custom Result Filters

If the project uses custom written functions to perform filtering of user-supplied input, these

can be added to a project® configuration so that CodeScan can rate these functions
accordingly. This is done through the project configuration screen.

Project Settings @
O » @

Project Mame Test
Dezcription
Language ASP

General | Include Files] global.asa] Session Optiohs

M anual Includes ] Exempt Functions ]
Function | %55 Fiter | SOLFiter | DirFiter | Exec Fiker |

Project Filter Function @
ld Save @ Cancel

Function |

Function Filter Scores
#55 Filter g5 Execute Filter [g5
SAL Filter g5 Directary Filker |95
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3. CodeScan Interface

CodeScan uses a panel-based GUI similar to Visual Studio, which provides a level of
flexibility around the layout. The user can manipulate and relocate screens and tabs by
clicking, dragging, and docking, to suit their specific requirements for displaying information.
Examples of the screen layouts are shown below.

CodeScan Developer

file Scon Options Window Help
D @89 1= 7=
_~StartPage | Vulnerability Report Scan Result Entry - Check ile E... | + x | Scan Explorer

4 Checked-Fixed X Unchecked Checked-OK @ Seiscted project (* Al rojects
5 ResultDetais. Discovery Details \ More Discovery Details | S ohp 862023
= Resu 11418 I |
X Status: Unchecked i il
[ codescan Report =
CodeScan Vulnerabil -
odeScan Vulnerabilties T eii2b M EIEEEE R E find | Next
e —— = sem a
S s AlLangusges Check File Extensions ; |2
. 1 Project Summary
| B el [Category [General & baal codescan
- <% Check  [Severity. Low Tt el
1 = Dieov [Short Description [This module rivs
i | PROJECT SUMMARY
: - oiscor[Long Description [pevelopers |, 17" L
fLne 4 - pHp il Project: php bb 2.0.23 Scan Date: F
| lservers are If|
M TotalFiles: 329 Scan Elapsed Time:
lonto a produd|
2 . TotalLines: 10671 Lines perlssue:
. I
lthe fle conted| Total Findings: 114 findings, 125 paths in 24 files 4
[cient. Theref{|
ldisclosure a :
B Overview of Results
N |Some text ed||
< Juser's knowld |
— gl General 0 0
Vulney| Information Disclosure
B e — Poor Coding Practice
Filler A Vulnerabities CEDEREERTD
QL Injection 2 i
oot Touis Vuneraoiy | Fetiare it o ‘ -
619 Unchecked  CheckFile bxte.. htaccess 0
1420 Unchecked  Discover HTHL.. dbinformer.php 0 B T <. Do
A 121 Unchecked  Dscovertidds.. dbnformerphp 0 13 I Sselecte... Diwork:
A 11422 Unchecked Discover Hidde. ~ dbinformer.php. 0 135 1 Sselecte . Diworki
A 11423 Unchecked Discover Hidde. ~ dbinformer.php. 0 135 1 Sselects . D\worki
A 11424 Unchecked Discover Hidde. ~ dbin former php. 0 135 1 Sselecte . D\worki
A 11425 Unchecked Discover Hidde...  dbinformer.php. 0 135 1 Sselecte..  D\worki

[l Sean Summary | & Vulnerability List [[] File List | =) Messages | [ Project - php bb 20.23 | @ Scan Explorer

Project Loaded. Total Fies: 329 TotalLines: 84555 Total Lines Of Code: 55524 1200312008 11:48 a.m.

CodeScan Developer

Fle Scon Options Window Help
D55 @29 = em@

Vulnerability List | File List | Messages v X | Project - php bb 2.0.23 - Rx

File Manager Scan Confi
2cca | orion (] 17 e | it mresnaslE | ——— Gnesk e Sensons D

d phpbb2023

Ll Virebiies]

PHPEB 2023
Status Vunerabiity | Fie ame. Line Humber Vunerab.__| Ful Patn
11418 Unchecked Check File Exte.__laccess 0 0 DAwork
11420 Unchecked Discover HTHL... - dbinformer.php 0 & 1 <, Dworki
A 11421 Unchecked Discover Hidde... dbinformer.php 0 135 1 Sselecte... Dworki
A 11622 Unchecked Discover Hidde... dbinformer.php 0 125 1 Sselecte... Diworki
A 11422 Unchecked Discover Hidde. dbinformer.php. 0 135 1 Sselecte..  Diworki
A 162 Unchecked Discover Hidde...  dbinformer php 0 135 1 Sselecte.. Diworki Scan Explorer - ax
A 11425 Unchecked Discover Hidde.  dbinformer.php. 0 135 1 Sselecte.. DAworki
A 11426 Unchecked Discover Hidde... dbinformer.php 0 135 1 Sselecte... Dworki @ Selected Project ' All Projects
A 11627 Unchecked Discover Hidde... dbinformer.php 0 135 1 Sselecte... Diworki < = o bb2023
Scan: 1
Start Page |~ Vulnerability Report_}"Scan Result Entry - Check File Ext... | v X
# Checked-Fixed X Unchecked Checked-CK
B ResuftDetais. Discovery Detals | More Discovery Details
= Result 11419 5 e
X Status: Unchecked - [E T Decoven Da
T Mode: Chatk Fio Extensions There are:no discovery detals for tis issue
= Description: This module eheeks fles against the alowed extensions stto el CodeScan Vulnerabilities v ax
(@ ain File: htaccess 53 Vunerabilie
1 L Bl = Alla
o ] » [
Scan Summary v R X
Proiect Name php bb 2.0.23 ProiectDesc:
Scan Number 1 ScanDate 1200272008 1:10:06 p.m
ScanName  Scan: 1 Scan Desc -o FHR
SeanStatus  Cancelled Time Elasped  01:54:52
Jonto a pro
TotalFiles 320 Files Skipped Non Exisient 0
Files Ghecked 30 Files Skipped By Extension 0 [z o)
#£0fModules © Files SkippedBad FileExt 0 o]
Findines  114findinas, 125paths in 24 files Files Skipped Invaid 0 [
< [ QK »
Project Loaded, Total Files: 329 _Total Lines: 64555 _Total Lines O Coge: 55624 12032008 11:47 am.
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The user can customize the layout of the screens and tabs to suit the user requirements. The
layout can be reverted to the standard (initial layout) through the use of the menu item
Windows, Reset Layout, or through restarting CodeScan.

4. General Setup

The CodeScan setup window, accessible from the main screen, allows for the setting of
application-wide configuration options.

CodeScan Settings @

i

Scan Options lAIInwed Extenzions | Skipped Extensions

Iv¥ Only display vulnerable modules when viawing scans
¥ Only scan files with allowed extensions

Custom Editor |notepad.exe

Apply

The following options are available for setup:

© CodeScan Limited 2009 Commercial in Confidence Page 11 of 41




















































































