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Standard Notices 

 

Commercial in Confidence 

 

The material contained in this document is confidential and proprietary to CodeScan Limited 
(CodeScan Labs).  No portion of this document may be reproduced, stored in a retrieval 
system, or transmitted in any form by any means, without prior written approval of CodeScan 
Labs.  The material will be held in the strictest confidence by the recipient(s) and will not be 
used, in whole or in part, for any purpose other than the purpose for which it is provided 
without prior written consent of CodeScan Labs.  In no event shall CodeScan Labs be liable 
to anyone for direct, special, incidental, collateral or consequential damages arising out of the 
use of this material, to the maximum extent permitted under law.    

 

 

Document Revision History 

Version Date Change Authorizer 

1.8.5 9/21/2009 Updated for 1.8.5 P. Benson 

1.9.0 12/03/2009 Updated for 1.9.0 P. Benson 
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1. CodeScan - An Introduction 

CodeScan is an advanced security tool specifically designed to check web application source 
code for security vulnerabilities.  

CodeScan uses intelligent parsing techniques to trace the possible value of variables and 
then identifies where these may be used by functions in a possibly insecure manner.  

CodeScan also has the ability to do óstaticô analysis, looking for fixed strings and coding 
errors. 

CodeScan uses SaaS (Software as a Service) based license management and vulnerability 
detection.  In order to use CodeScan, you will need to have an active internet connection to 
both activate and run the product.   

CodeScan regularly checks for vulnerability updates, product updates and license changes, 
so it is highly recommended that you open CodeScan at least once per month with an active 
internet connection.  This is similar to other security products such as anti-virus and anti-
malware applications.   

Other than license information, internal error or processing error information and quality of 
service information, no data or information is sent to CodeScan Labs. 

 

1.1. Registration 

CodeScan is registered through the entry of a specific registration key or license number that 

is created based on information specific to each installation. 

When CodeScan is run for the first time after a new installation, the following screen will be 
displayed: 

 

This screen is also available at any time through the Help / Activate menu, or the Activate 
icon on the toolbar. 

The user should have registered or purchased the CodeScan product from CodeScan Labs 
to receive a license number. Registration can be done online, if CodeScan was purchased 
through the internet; otherwise an email needs to be sent to support@codescan.com.  

If there are any problems with registering or activating CodeScan, please check to confirm 
you are able to browse to https://ws1.codescan.com:5724. You should see the message of 
ñOKò in your browser. If you do not get the message of ñOKò, please check your internet 
settings to ensure outbound connections are possible on this url / port.  

mailto:support@codescan.com
https://ws1.codescan.com:5724/
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1.2. Evaluation or download from web site 

If CodeScan has been downloaded from the web site or through one of our partner sites (as a 
trial version), CodeScan will have an evaluation license key pre-installed.  

2. CodeScan ï How It Works 

To process source files, CodeScan simulates a web server by interpreting the source code. 
Processing starts at the main or global function of the source files, and traces the execution 
flow into and between functions and other routines. Variable assignments are tracked, 
allowing CodeScan to build a picture of what has happened to a variable in its lifetime. By 
tracking the assignment of possible user input, CodeScan can make intelligent decisions 
whether the input is used in a dangerous fashion.  

 

2.1. User Input 

Most CodeScan rules are based on the detection of functions that are used with user 
supplied input that has not been filtered or sanitized. 

User-supplied input is tracked through the assignment of various terms that can be defined as 
possible user input. 

2.2. CodeScan Function Processing 

CodeScan is capable of recognizing, loading and parsing any functions that are defined and 
held within the source file, or any files it includes. This allows the scan to continue into a 
function (much like tracing into), and track variables that are passed or returned as 
parameters.  

CodeScan has a configuration option that sets the function recursion maximum; this is to 
prevent indefinite loops when a function uses recursive methods. 
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2.3. CodeScan Loops 

Some vulnerabilities can be caused inside loop iterations, and CodeScan has the ability to 
handle some of these conditions. CodeScan can handle ósimpleô loops when the assignment, 
condition and increment can be properly evaluated. 

Example Loop That Can Be Handled 

dim a(10) 

a(3) = request(ñuser inputò) 

x =1 

do while x < 10 

  response.write  a(x) 

  x = x+1 

loop 

 
On iteration three (3) of the above code, the response.write line will be detected as a 
vulnerability. When CodeScan encounters a looping condition that cannot be evaluated, the 
scan will only run once through the code. This will cause a scan warning, and the source file 
may need to be manually reviewed for accurate results. 

 

Example Loop That Can NOT Be Handled 

filename = request(ñuser inputò) 

do while instr (filename,ò../ò) 

   filename = replace (filename,ò../ò,òò) 

loop 

 

The above looping code will only be iterated once. While there is no vulnerability present, if a 
later file (possibly vulnerable file) processing function uses the sanitized filename variable, it 
may be detected as a false positive. 

CodeScan has a configuration option that sets the loop counter maximum, in order to prevent 
indefinite loops when a loop causes a processing error, or cannot be evaluated correctly. 

2.4. Scan Warnings 

During a scan the CodeScan application may display a list of warnings in the warnings text 
box. This warning list is also visible when viewing the results or the report. 

 Please see appendix A for a description of these warnings. 
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2.5. Result Filters 

CodeScan traces the possible values of variables as part of its intelligent vulnerability 
detection engine. During the life of a variable, values may be passed through functions that 
can perform ófilteringô of user-supplied input. CodeScan attempts to rank these functions and 
gives them a ófilter scoreô. 

CodeScan comes installed with information on the most commonly used filtering functions for 
each language, with a predetermined filter score. Filter scores range between 0 and 100. The 
following chart was used to determine which score to give to each filter. 

   Score Description       Examples 

0 This function has no filtering advantage.  

25 This function has potential to filter completely 
depending on how it is used. 

Left, Right, Mid 

50 This function has potential to filter completely 
and is a function usually used in filtering 
routines. CodeScan cannot determine 
whether it has been used correctly though. 

Replace 

75 This function is usually used in filter routines, 
and has limited customizability, so it is 
probably used correctly. There are some 
cases where the results of this function will 
not be filtered though. 

Server.HTMLEncode 

90 In most cases this function filters completely. 
There may be some rare cases where it 
doesnôt. 

Server.URLEncode 

95 This function most likely filters completely. CINT, CBOOL 

 

Since the true value of functions used for filtering user-supplied input is often unknown, 
CodeScan makes assumptions based on common usage of filters. For example, the ñreplaceò 
function may have been used to remove all instances of a malicious character, but because 
we are not aware of the true value, CodeScan applies a filter score of 50 to the result. 

The results and report can be filtered on this score, so that they only display vulnerabilities 
that are under a certain threshold. Reported results with a low value or a value of zero are 
more likely to be vulnerable than those results with a higher value. 

This filtering allows the user to make judgment decisions whether reported vulnerabilities 
could be exploited by a malicious user, and is used to reduce the number of false positives 
reported. 
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2.6. Custom Result Filters 

If the project uses custom written functions to perform filtering of user-supplied input, these 

can be added to a projectôs configuration so that CodeScan can rate these functions 

accordingly. This is done through the project configuration screen. 
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3. CodeScan Interface 

CodeScan uses a panel-based GUI similar to Visual Studio, which provides a level of 

flexibility around the layout. The user can manipulate and relocate screens and tabs by 

clicking, dragging, and docking, to suit their specific requirements for displaying information. 

Examples of the screen layouts are shown below.  
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The user can customize the layout of the screens and tabs to suit the user requirements. The 

layout can be reverted to the standard (initial layout) through the use of the menu item 

Windows, Reset Layout, or through restarting CodeScan. 

4. General Setup 

The CodeScan setup window, accessible from the main screen, allows for the setting of 

application-wide configuration options. 

 

The following options are available for setup: 
























































